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MONTE CARLO TECHNIQUE AND HYPERCUBE 

SAMPLING METHOD FOR RISK ASSESSMENT AND 
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With the increasing complexity of distributed energy access and operation 

scenarios in the power grid, traditional Monte Carlo Simulation (MCS) faces 

problems of uneven sample distribution and low computational efficiency in risk 

assessment, making it difficult to accurately quantify the risks under the coupling of 

multidimensional uncertainty factors. In response to this challenge, a power grid 

operation risk assessment method based on improved hypercube sampling is 

proposed. Latin Hypercube Sampling (LHS) is used to achieve hierarchical uniform 

sampling, and particle swarm optimization algorithm is introduced to dynamically 

optimize the sample size in high-risk areas. A Monte Carlo Simulation-based Grid 

Operation Risk Assessment Model (MCS-GORAM) is constructed for power grid 

operation risk assessment. The results show that the improved method improves 

sample uniformity (Sobol's index 0.92) by 48.4% compared to traditional MCS, 

reduces convergence iteration times by 45.8%, reduces computation time by 49.4%, 

and reduces risk index error by only 1.23%, which is 61.7% lower than MCS. In a 

500 node microgrid scenario, the expected loss of load for MCS-GORAM is 11.56 

MW·h, with a prediction accuracy improvement of more than 10% compared to the 

comparison model. Additionally, the standard deviation of equipment failure 

probability estimation is reduced to 0.006, demonstrating strong robustness to high-

dimensional uncertainty. Crucially, its practical applicability was further confirmed 

in a simulated real-world industrial microgrid case study, where it consistently 

maintained the highest accuracy and efficiency. The research provides an efficient 

quantitative tool for risk assessment of power grids containing new energy, which has 

important engineering application value for ensuring the safe operation of power 

grids and optimizing resource allocation. 

Keywords: Smart grid; Risk assessment; Uncertainty handling; Artificial 

intelligence methods; Monte Carlo 

1. Introduction 

As the pace of the global energy transition accelerates, the power grid (PG) 

is undergoing a structural transformation from traditional centralized power 

generation to a deep integration of high proportion distributed energy sources such 

as photovoltaic power generation, wind power generation, and battery energy 

storage [1]. This type of complex system containing microgrids exhibits the 
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characteristics of multi-energy flow coupling and dynamic evolution of operating 

scenarios, resulting in the interweaving of multidimensional uncertainty factors 

such as time-varying equipment failure probability, random meteorological 

disturbances, and load demand fluctuations, significantly increasing the complexity 

of PG operation risk assessment (RA) [2-3]. Accurately quantifying such risks is 

crucial for ensuring the safe operation of the PG and optimizing resource allocation. 

Its core lies in constructing an evaluation model that can effectively handle high-

dimensional uncertainty and characterize risk propagation mechanisms [4-5]. 

Nafees et al. studied how to enhance security protection capabilities through 

situational awareness in response to advanced network attacks faced by smart grids 

as complex cyber physical systems, such as the Ukrainian PG attack. They 

summarized the current security situation from the perspective of collaborative 

elements, proposed a threat modeling framework, analyzed attack characteristics 

and technologies such as intrusion detection and mobile target defense. The results 

clarified the impact path of the attack on control and power systems [6]. Li et al. 

focused on the challenges of supply-demand balance and cost control brought about 

by the large-scale integration of Renewable Energy (RE) under the goal of carbon 

neutrality, and summarized the applications of machine learning, deep learning, and 

reinforcement learning in RE power system prediction, scheduling, control, and 

market. Research showed that Artificial Intelligence (AI) methods could effectively 

improve system operational efficiency [7]. Li et al. reviewed the application of 

Deep Reinforcement Learning (DRL) in scenarios such as smart grid scheduling 

and control, addressing the high uncertainty of the PG caused by the integration of 

RE and flexible loads. The study explored the concept, model, and technical 

applications of DRL, pointing out its potential in data-driven optimization 

operations and providing a new path for complex system control problems that 

traditional optimization methods are unable to address [8]. Xu et al. studied the 

combined risks of climate change, extreme weather, and high penetration of RE on 

the resilience of the PG. By analyzing data on power outages caused by hurricanes 

in the United States, they revealed the role of grid inertia and flexibility, and 

proposed strategies such as microgrids and distributed energy storage to enhance 

resilience. This provided empirical evidence for addressing climate risks and RE 

integration challenges [9]. 

Shahbazi et al. optimized the selection and capacity of electric vehicle 

charging stations (EVCS) based on Monte Carlo Simulation (MCS) modeling to 

address the uncertainty of losses and voltage deviations caused by their integration 

into the distribution network. Simulation showed that optimizing site selection 

could increase active/reactive power losses by 10% in most periods [10]. Erfani et 

al. addressed the issue of expert competence not being considered and cash flow 

parameter uncertainty being overlooked in wind power investment RA. They 

combined improved fuzzy group decision-making (considering expert competence) 
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with MCS to construct an integrated model of RA and cost estimation. Taking 

Zhongdongfeng Power Plant as an example, identifying policy and regulatory 

changes, raw material dependence, and market competitiveness as the main risks, 

it was found that uncertainty led to significant fluctuations in investment returns, 

emphasizing the key role of risk management in project sustainability [11]. 

Dwijendra et al. studied the demand side optimization coordination problem under 

energy market price fluctuations and achieved demand side coordination under 

energy market price fluctuations through two-stage optimization [12]. Xiao et al. 

developed an efficient probabilistic optimal power flow algorithm to address the 

uncertainty and correlation assessment needs of wind power integration into the 

grid. The generalized Johnson system was used to fit the marginal distribution, 

Liouville Copula was used to characterize asymmetric correlations, and grid 

sampling was used to generate wind power samples. The IEEE 118 node system 

verification showed that this algorithm significantly improved the fitting accuracy 

and computational efficiency compared to traditional methods, providing an 

advanced tool for the safety assessment of PGs with multiple wind power fields 

[13]. Xi et al. addressed the problem of overfitting and dimensionality reduction in 

traditional machine learning for detecting false data injection attacks in data 

collection and monitoring control systems. They combined Latin Hypercube 

Sampling (LHS) and reverse learning for feature selection and adopted an adaptive 

decision tree ensemble learning classifier. Simulation results showed that this 

method effectively improved generalization ability and detection accuracy [14]. 

In summary, many experts have conducted in-depth research on issues such 

as smart grid security, RE access, optimization of EVCS, and RA of wind power 

investment. However, there are still some shortcomings in existing research, such 

as insufficient application of uncertainty and correlation assessment techniques in 

complex systems, limited validation of emerging technologies in actual power 

systems, and weak evaluation of the long-term effects of improving grid resilience 

under extreme weather conditions. Therefore, an RA method for PG operations 

based on Monte Carlo techniques and LHS is proposed to achieve a dynamic 

balance between computational efficiency and evaluation accuracy. The innovation 

of the research lies in proposing a dual layer framework combining stratified 

sampling and intelligent optimization, constructing a multi factor coupled risk 

propagation model, and designing a convergence criterion based on the coefficient 

of variation to achieve a dynamic balance between computational efficiency and 

evaluation accuracy. The research aims to provide an efficient and robust risk 

quantification tool for complex PGs containing distributed energy. 

2. Key Technical Analysis of RA for PG Operations 

2.1 Ra of PG Operations Based On MCS 

MCS is a numerical calculation method based on probability and statistics 

theory, which quantitatively evaluates the uncertainty risk of complex systems by 



482                             Xiaoping Peng, Ronghan Zhang, Chao Yao, Haiyan Wang 

constructing random processes and conducting a large number of sampling 

experiments [15]. In the RA of power system operation, uncertain factors such as 

equipment failures, environmental disturbances, and load fluctuations can be 

included in a unified probability framework. By simulating the random changes in 

the operating status of the power system, the probability of risk occurrence and its 

impact can be accurately characterized [16]. In the scenario of PG operation, risks 

arise from the coupling effect of multidimensional uncertainty factors. The RA 

architecture of microgrids, which includes multiple power generation methods, is 

shown in Fig. 1. 

 
Fig. 1. RA architecture for microgrids with multiple power generation methods 

(Source from: Authors self drawn) 

 

As shown in Fig. 1, the main PG is connected to various microgrids through 

power transformers. Each microgrid integrates various distributed energy sources 

such as thermal power generation, photovoltaic power generation, battery energy 

storage, and wind power generation. It is also equipped with loads, power 

transformers, AC/DC converters, and power conversion controllers, forming a 

complete system for energy production, storage, conversion, distribution, and 

consumption. In the research on RA for PG operations, MCS-based methods can 

model uncertain factors such as random fluctuations in distributed energy 

generation power, equipment failure probability, and load demand changes. The 

RA process for PG operations based on MCS is shown in Fig. 2. 
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Fig. 2. RA process for PG operations based on MCS 

(Source from: Authors self drawn) 

 

As illustrated in Fig. 2, the process commences by inputting initial data into 

the PG system. The operator then sets the operating mode and extracts the initial 

state of the grid. Subsequently, the system simulates the grid's operation through 

iterative time steps. During each iteration, the system first checks whether a grid 

split has occurred. If a split is detected, it implements load reduction strategies and 

updates the associated risk metrics. If no split occurs, the system verifies power 

balance within the grid. In cases where power imbalance is identified, it reduces the 

load and updates the risk indicators accordingly. When power balance is achieved, 

the system conducts a power flow analysis to calculate node voltages and line power 

flows. Following this, it examines whether the calculated voltages and currents 

exceed their respective limits. If any limits are exceeded, the system updates the 

risk indicators. After each MCS cycle, the system evaluates whether the preset 

sample size has been reached. If the sample size is incomplete, the simulation 

continues. Upon completing the preset sample size, the system analyzes various 

risks and outputs the evaluation results [17]. The PG system contains  risk factors 

, each of which follows a specific probability distribution. The 

core of RA is to calculate risk indicator , which is defined as the joint 

measurement of the probability of a risk event occurring and the severity of its 

consequences. The mathematical expression is shown in equation (1). 
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In equation (1),  is the probability of occurrence of the type of risk 

event.  is the severity of the consequences of this event. For a single device, 

its failure rate can be described using a Weibull distribution, as shown in equation 

(2). 

                                                        (2) 

In equation (2),  is the running time of the equipment.  is the shape 

parameter.  is the scale parameter [18]. The aging failure probability of the 

equipment during the time period  is shown in equation (3). 

                                     (3) 

If meteorological factors (such as occasional failures caused by severe 

weather) are considered simultaneously, the comprehensive failure probability of 

equipment needs to be combined with a multi-factor model as shown in equation 

(4). 

                                     (4) 

In equation (4),  is the probability of accidental failure caused by 

meteorological factors.  is the probability of false tripping caused by overload 

protection action. The risk of exceeding the limit of PG operation mainly manifests 

as node voltage exceeding the limit and branch power flow exceeding the limit [19]. 

Taking node voltage as an example, assuming that the voltage of the node  follows 

a normal distribution , the risk value of voltage exceeding the limit is shown in 

equation (5). 

                         (5) 

In equation (5), the probability of exceeding the limit  can be calculated 

through the cumulative distribution function, as shown in equation (6). 

              (6) 

In equation (6),  is the cumulative distribution function of the standard 

normal distribution. The severity of exceeding the limit  is described using 

a conservative utility function, as shown in equation (7). 
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The risk of power outage is measured by indicators such as Probability of 

Load Curtailment (PLC) and Expected Energy Not Provided (EENS). Assuming 

the system state space is , the probability of each state  occurring is 

, and the corresponding amount of load loss is , equation (8) can be obtained. 

                           (8) 

In equation (8),  is the indicator function. When the load loss is greater 

than 0, take 1; otherwise, take 0. Through the implementation process and 

efficiency optimization of MCS,  independent samples  are 

generated based on the probability distribution of each risk factor, the power flow 

equation or fault propagation model is solved for each sample , and state 

variables such as node voltage, branch power flow, and load loss are obtained [20]. 

The sample mean, variance, and quantile of the risk indicator are calculated as 

shown in equation (9). 

                                     (9) 

Finally, the convergence of the simulation is determined by the coefficient 

of variation , and sampling is stopped when  is below a preset 

threshold. The risk propagation and classification architecture caused by key 

equipment failures in the distribution system is shown in Fig. 3. 

 

Fig. 3. Risk propagation and classification architecture caused by key equipment failures in the 

distribution system 

(Source from: Authors self drawn) 
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As shown in Fig. 3, the key distribution network equipment on the left side 

is affected by aging faults and random faults, resulting in equipment failure risks. 

The consequences of these failures affect the distribution system and are 

decomposed into safety risks and adequacy risks. The safety risks include the risk 

of node voltage exceeding the limit and the risk of branch power flow exceeding 

the limit, reflecting the voltage stability and power flow carrying capacity of the PG 

operation. Adequacy risk involves the probability of load loss, insufficient power 

supply, and the degree of critical load loss, reflecting the ability of power supply to 

guarantee load demand. In the RA of PG operations based on MCS, a large number 

of simulated scenarios are constructed by randomly sampling uncertain factors such 

as equipment failure probability (such as the time distribution of aging faults, the 

probability of random faults), load fluctuations, and distributed energy output. 

Various risk indicators (such as voltage limit frequency, expected load loss, etc.) 

are statistically analyzed to quantify the impact of equipment failures on the safety 

and adequacy of the distribution system. 

2.2 Construction of PG Operation RA Model Based on Improved 

Hypercube Sampling Method 

After implementing PG operation RA based on MCS, LHS can be used 

instead of simple random sampling to improve computational efficiency [21]. LHS 

ensures uniform distribution of samples in probability space through stratified 

sampling, significantly reducing variance. LHS is shown in Fig. 4. 

As shown in Fig. 4, the essence of hypercube sampling is to ensure uniform 

distribution of samples in multidimensional space through stratified sampling, 

avoiding the phenomenon of sample aggregation in traditional MCS. Taking LHS 

as an example, for one-dimensional random variable , the LHS sample 

generation formula is shown in equation (10). 

                                      (10) 

In equation (10),  is the inverse cumulative distribution function of 

.  is uniformly distributed random numbers.  is the sample size [22]. 

For -dimensional variable , LHS constructs a  sample 

matrix , so that each row and column has only one sample, satisfying the Latin 

square property. If there is correlation between variables, the sample matrix needs 

to be orthogonalized through Cholesky decomposition, as shown in equation (11). 
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indicators of each sample. The study uses risk indicators as fitness functions, 

searches for high-risk areas through PSO and dynamically increases the sample size 

in that area. The sampling and optimization process is repeated until the coefficient 

of variation of the risk indicator [23]. To further improve sampling 

efficiency, LHS is combined with PSO, and the execution process of PSO algorithm 

is shown in Fig. 5. 

 
 

Fig. 4. LHS 

(Source from: Authors self drawn) 

Fig. 5. Execution process of PSO algorithm 

(Source from: Authors self drawn) 
 

As depicted in Fig. 5, the algorithm begins by initializing the positions and 

velocities of the particles. Subsequently, it calculates the fitness values of these 

particles. By comparing each particle's fitness with its individual extremum and the 

global extremum, the algorithm dynamically updates the positions and velocities of 

the particles. Specifically, if a particle's fitness is superior to its individual 

extremum, the algorithm updates the individual extremum. If the particle's fitness 

also surpasses the global extremum, the algorithm updates the global extremum and 

guides the particles to iterate towards a more optimal solution. This iterative process 

persists until either the preset maximum number of cycles is reached or the error 

range falls within acceptable limits. Upon completion of the iterative process, the 

algorithm outputs the optimized sampling parameters as the final result [24-25]. In 

the RA of PG operations, this process utilizes the global optimization capability of 

PSO to iteratively optimize the key parameters of hypercube sampling, improving 

the sampling ability to capture uncertain factors in the PG. The particle update 

formula for PSO is shown in equation (12). 

         (12) 

In equation (12),  and  are the velocity and position of the m th 

particle in the k th iteration.  and  are learning factors.  is the inertia weight. 
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hypercube sampling and MCS, analysis is conducted by comparing sampling data 

from different dimensions. The specific data is shown in Table 1. 
 

Table 1.  

MCS and hypercube sampling 

Dimensions MCS LHS 

One-

dimensional 

8.56, 2.13, 0.89, 4.12, 6.78, 1.34, 3.91, 

5.87, 8.92, 2.95, 3.76, 1.65, 1.22, 1.45, 

9.23, 4.58, 1.73, 3.21, 6.43, 0.61, 2.54, 

4.82, 1.89, 7.34, 5.67, 6.21, 2.43, 2.35, 

2.67, 9.11 

4.89, 8.23, 4.56, 2.11, 6.98, 7.89, 0.23, 

3.12, 8.34, 1.65, 7.98, 1.11, 5.32, 6.78, 

2.98, 0.21, 2.01, 9.12, 7.23, 4.56, 1.34, 

0.12, 8.43, 6.89, 9.01, 3.12, 4.67, 2.23, 

3.21, 6.01 

Two-

dimensional 

2.12, 5.23, 6.34, 4.11, 3.76, 4.23, 0.45, 

1.67, 7.65, 3.54, 5.11, 2.65, 5.67, 4.56, 

5.09, 0.11, 6.71, 3.32, 3.54, 9.43, 4.73, 

3.21, 6.32, 1.11, 9.76, 4.32, 4.21, 4.43, 

5.61, 8.65 

0.76, 1.84, 2.03, 3.27, 4.35, 5.43, 6.05, 

7.32, 8.23, 9.54, 0.83, 1.02, 2.81, 3.14, 

4.02, 5.13, 6.54, 7.65, 8.76, 9.87, 0.34, 

1.23, 2.45, 3.67, 4.78, 5.89, 6.91, 7.98, 

8.99, 9.99 

As shown in Table 1, one-dimensional data exhibits random fluctuations 

(such as extreme values of 0.61 and 9.23), while two-dimensional data aggregates 

in both low dimensional regions (such as 0.11 and 1.11) and high-dimensional 

regions (such as 9.76 and 9.87), reflecting the non-uniformity of simple random 

sampling. One-dimensional data uniformly covers the intervals of [0.12, 9.12], 

while two-dimensional data achieves uniform filling of the probability space 

through stratified sampling (with only one sample per row and column), avoiding 

the curse of dimensionality in MCS. The proposed model will be named MCS based 

Grid Operation RA Model (MCS-GORAM). 

3. Experimental Design and Methods 

3.1. Performance Comparison and Optimization of RA Models for PG 

Operations 

The experiment was based on an IEEE 33 node distribution network, 

connected to distributed power sources and electric vehicle loads, simulating 

complex operating scenarios with multi-energy flow coupling. It was equipped with 

Intel Xeon Gold 6248 CPU (20 cores, 2.5GHz), NVIDIA Tesla V100 GPU (32GB 

of VRAM), and 128GB of memory, ensuring the efficiency of multi model parallel 

computing. The study selected the Deep Reinforcement Learning-based Grid Risk 

Assessment Model (DRL-GRAM), the Bayesian Network-driven Grid Operation 

Risk Model (BN-GORM) and the MCS-GORAM for comparison. DRL-GRAM is 

configured to use the deep deterministic policy gradient (DDPG) algorithm 

combined with a dual attention mechanism. Both the policy network and the value 

network are 3-layer fully connected neural networks (input layer 28 dimensions, 

hidden layer 128 and 64 neurons, output layer 4 dimensions and 1 dimension), 

learning rate 5e-4, discount factor 0.95, experience replay pool capacity 10⁶, input 

real-time status data and historical risk indicators, output risk control actions and 



Monte Carlo technique and hypercube sampling method for risk assessment and analysis…  489 

level predictions; BN-GORM is configured as a Bayesian network with 50 nodes 

(10 basic variables, 25 intermediate variables, 15 risk events), learns dependencies 

through the MMHC algorithm, trains conditional probability tables by maximum 

likelihood estimation, and reasoning by variable elimination method. It inputs real-

time monitoring and historical fault data, and outputs risk probability and critical 

path. The response delay comparison of different models is shown in Fig. 6. 
 

 

Fig. 6. Comparison of response delay among different models 

(Source from: Authors self drawn) 
 

In Fig. 6 (a), as the number of operations increased from 1 to 5, the response 

delay of all three models showed an upward trend. Among them, the response delay 

growth of the MCS-GORAM model was the smoothest, significantly lower than 

that of the BN-GORM and DRL-GRAM models. In Fig. 6 (b), as the number of 

operations increased, the response delay of the MCS-GORAM model remained 

lower than the other two models. This indicated that the MCS-GORAM model 

could maintain lower response latency when handling more operations, whether in 

operation upload or data call scenarios. The comparison of training errors and losses 

for different evaluation models is shown in Fig. 7. 

 
Fig. 7. Comparison of training error and loss for different evaluation models 

(Source from: Authors self drawn) 

 

In Fig. 7 (a), as the iteration count increased, the errors of all three models 
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BN-GORM and DRL-GRAM models, reflecting its advantage in error 

convergence. In Fig. 7 (b), the loss value of the MCS-GORAM model also 

decreased the most rapidly and remained lower than the other two models during 

the iteration process, indicating that it performed better in parameter optimization 

and loss function minimization. This result validated that the MCS-GORAM model 

could more efficiently approximate the true risk distribution during training. By 

combining hypercube sampling with MCS, the prediction error and training loss of 

the model were effectively reduced, and the accuracy and stability of RA were 

improved. The performance comparison of RA methods for PG operations is shown 

in Table 2. 
Table 2  

Performance comparison of RA methods for PG operations 

Performance indicator MCS LHS 
Improved hypercube sampling 

(LHS+IPSO) 

Sample uniformity (Sobol’ 

Index) 
0.62 0.89 0.92 

Convergence iterations 1200 800 650 

Computation time (s) 45.23 28.76 22.45 

Risk indicator error (%) 3.21 1.89 1.23 

Equipment failure 

probability (λ) 
0.052 ± 0.013 0.051 ± 0.008 0.050 ± 0.006 

Node voltage violation 

probability (P_V) 
0.085 ± 0.012 0.083 ± 0.009 0.082 ± 0.007 

Branch power flow 

violation probability (P_S) 
0.068 ± 0.011 0.065 ± 0.007 0.063 ± 0.005 

Expected energy not 

supplied (EENS, MW·h) 
12.34 ± 2.12 11.87 ± 1.56 11.56 ± 1.23 

Probability of energy 

shortage (P_E) 
0.12 ± 0.03 0.10 ± 0.02 0.09 ± 0.01 

As shown in Table 2, in terms of sample uniformity, LHS and its improved 

methods significantly increased the coverage of samples in multidimensional 

probability space through stratified sampling and intelligent optimization (Sobol's 

index reached 0.89-0.92), avoiding sample aggregation of MCS (index only 0.62), 

and ensuring comprehensive capture of risk factors. In terms of convergence and 

efficiency, the convergence iteration times of LHS+IPSO were reduced by 45.8% 

(650 times vs. 1200 times for MCS), and the computation time was reduced by 

49.4% (22.45 svs. 45.23 seconds), reflecting the high efficiency of the combination 

of hierarchical sampling and PSO algorithm, especially suitable for high-

dimensional PG scenarios with distributed energy. In terms of risk accuracy, the 

improved method reduced the risk indicator error (1.23%) by 61.7% compared to 

MCS, and the standard deviation of the estimated values for key risks such as 

equipment failure, voltage/flow exceeding limits, and insufficient power was 

smaller (such as the standard deviation of λ decreasing from 0.013 to 0.006), 
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indicating that it quantified uncertainty factors more stably. The calculation 

accuracy of Expected Loss of Load (EENS) improved by 14.4% (11.56 vs. 12.34 

MW·h), verifying the advantages of improved hypercube sampling in complex 

PG RA. 

3.2 Analysis of Feature Extraction Accuracy and Computational Cost 

of PG RA Model 

To further validate the superiority of the model, the study continued to 

introduce the Graph Neural Network Enhanced Grid Topology RA Model (GNN-

GTRAM), and the experimental outcomes are presented in Fig. 8. 

 
Fig. 8. Comparison of accuracy in feature extraction of PG 

(Source from: Authors self drawn) 

 

In Fig. 8 (a), as the iteration count increases, the accuracy of the MCS-

GORAM model improved the most significantly, and the final accuracy was higher 

than that of the DRL-GRAM, BN-GORM, and GNN-GTRAM models, reflecting 

its advantage in feature extraction in key regions. In Fig. 8 (b), the global feature 

extraction accuracy of MCS-GORAM grew rapidly and consistently led, indicating 

its stronger ability to capture the overall characteristics of the PG. By combining 

MCS with hypercube sampling, MCS-GORAM exhibited higher accuracy and 

faster convergence speed in both local (key regions) and global feature extraction, 

effectively improving the accuracy of RA. 
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Fig. 9. Comparison of the impact of grid scale and equipment complexity on calculation costs 

(Source from: Authors self drawn) 
 

In Fig. 9 (a), as the number of grid nodes increased from 50 to 800, the 

MCS-GORAM model showed the smallest increase in computational cost, 

significantly lower than the DRL-GRAM, BN-GORM, and GNN-GTRAM models. 

This indicated that MCS-GORAM utilized hypercube sampling to optimize sample 

distribution, reduce invalid simulations, and efficiently handle large-scale PG node 

scenarios, while maintaining low computational costs during PG expansion. In Fig. 

9 (b), as the number of device types increased from 1 to 16, the computational cost 

of MCS-GORAM remained stable and much lower than other models. The multi-

scenario performance comparison of the RA model for PG operations is shown in 

Table 3. 
Table 3  

Comparison of multi scenario performance of RA models for PG operations 

Scenario Model 

Risk 

indicator 

error (%) 

Convergence 

time (s) 

Sample 

utilization 

(%) 

Equipment 

fault 

prediction 

accuracy 

(%) 

Voltage 

violation 

prediction 

accuracy 

(%) 

Small-scale 

distribution 

network 

(33Nodes) 

MCS-GORAM 1.23 18.45 92.3 95.6 94.8 

DRL-GRAM 2.15 25.67 85.2 90.3 89.5 

BN-GORM 1.87 22.34 88.5 92.1 91.2 

GNN-GTRAM 1.98 23.76 87.6 91.8 90.8 

Medium-scale 

transmission 

network 

(118Nodes) 

MCS-GORAM 1.56 32.78 90.1 94.2 93.5 

DRL-GRAM 2.89 40.12 78.3 87.6 86.4 

BN-GORM 2.34 36.54 83.4 90.5 89.1 

GNN-GTRAM 2.56 38.23 81.7 89.3 88.2 

Large-scale 

microgrid 

Cluster 

(500Nodes) 

MCS-GORAM 1.89 45.32 88.7 93.1 92.6 

DRL-GRAM 3.56 55.43 72.5 85.2 84.3 

BN-GORM 2.98 50.12 79.6 88.9 87.5 

GNN-GTRAM 3.12 52.34 76.8 87.8 86.7 
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In a small-scale distribution network (33 nodes), the MCS-GORAM model 

performed the best, with a risk index error of 1.23%, convergence time of 18.45 

seconds, sample utilization rate of 92.3%, equipment fault prediction accuracy of 

95.6%, and voltage limit prediction accuracy of 94.8%. In contrast, DRL-GRAM 

was slightly inferior in both accuracy and time, especially in predicting voltage 

exceeding limits with an accuracy of 89.5%. For medium-sized transmission 

networks (118 nodes), MCS-GORAM still led with a risk index error of 1.56%, 

convergence time of 32.78 seconds, equipment failure prediction accuracy of 

94.2%, and voltage limit prediction accuracy of 93.5%. The performance of DRL-

GRAM was relatively low, especially in terms of convergence time and sample 

utilization. In the scenario of a large-scale microgrid cluster (500 nodes), MCS-

GORAM continued to perform well, with a risk index error of 1.89%, convergence 

time of 45.32 seconds, sample utilization rate of 88.7%, equipment fault prediction 

accuracy of 93.1%, and voltage limit prediction accuracy of 92.6%. DRL-GRAM 

performed relatively poorly in this scenario, with a voltage limit prediction 

accuracy of only 84.3%. 

3.3 Real-World Case Study Verification 

To further validate the practical applicability and robustness of the proposed 

MCS-GORAM model, a case study based on a simulated real-world regional 

microgrid was introduced. This microgrid, modeled after an industrial park in East 

China, features a 45-node distribution network. It integrates a high penetration of 

renewable energy sources, including 10 MW of photovoltaic (PV) generation and 

5 MW of wind power, supported by a 2 MWh Battery Energy Storage System 

(BESS). The load profile is characterized by a mix of critical industrial machinery 

and standard commercial consumption, exhibiting higher volatility and more 

complex correlations than the standardized IEEE test system. The performance of 

all models in this case study is presented in Table 4. 
Table 4 

Performance Comparison in real-world microgrid - case study 

Model 
Risk indicator 

error (%) 

Convergence 

time (s) 

Sample 

utilization (%) 

Equipment fault 

prediction 

accuracy (%) 

Voltage violation 

prediction 

accuracy (%) 

MCS-GORAM 1.48 24.12 90.5 94.1 93.3 

DRL-GRAM 2.95 36.45 79.1 88.2 87.0 

BN-GORM 2.41 31.88 84.6 90.3 89.4 

GNN-GTRAM 2.65 34.02 82.3 89.5 88.6 
 

As shown in Table 4, it indicates that MCS-GORAM continues to 

demonstrate superior performance even in this complex, real-world scenario. It 

achieved the lowest risk indicator error (1.48%) and the fastest convergence time 

(24.12 s), outperforming the next best model, BN-GORM, by a significant margin. 

While the absolute performance metrics for all models slightly decreased compared 
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to the idealized IEEE 33-bus system due to the increased complexity and 

uncertainty, the relative advantage of MCS-GORAM remained robust. This 

suggests that the efficiency and accuracy gains from the improved hypercube 

sampling method hold up well when faced with the higher volatility and non-

standard characteristics of actual operational data, confirming its strong potential 

for practical engineering applications. 

4. Conclusion 

With the transformation of the PG towards a high proportion of distributed 

energy (photovoltaic, wind power, energy storage) and a multi-energy flow 

coupling mode, the RA of PG operations face multidimensional uncertainty 

challenges such as time-varying probability of equipment aging and failure, 

meteorological interference, and load fluctuations. Traditional MCS suffers from 

sample aggregation and curse of dimensionality caused by random sampling, 

making it difficult to achieve high-precision quantification of risk indicators within 

reasonable computational costs. To this end, a MCS-GORAM based on LHS and 

PSO optimization was proposed, which improved the uniformity of the sample 

space through stratified sampling and dynamically adjusted the sampling density 

for high-risk areas, achieving collaborative optimization of computational 

efficiency and evaluation accuracy. Experimental data showed that in the IEEE 33 

node distribution network scenario, the sample uniformity index (Sobol 'index) of 

MCS-GORAM reached 0.92, which was 48.4% higher than the traditional MCS 

(0.62). The convergence iteration times were reduced from 1200 to 650, and the 

computation time was reduced by 49.4% (22.45 seconds). The error rate of risk 

indicators was only 1.23%, and the standard deviation of equipment failure 

probability estimation was reduced to 0.006. In the large-scale microgrid cluster 

(500 nodes) test, the expected loss of load of the model was 11.56 MW·h, which 

was 12.5% lower than DRL-GRAM. The sample utilization rate reached 88.7%, the 

equipment failure prediction accuracy was 93.1%, and the voltage limit prediction 

accuracy was 92.6%, demonstrating efficient adaptability to large-scale scenarios. 

Most importantly, to obtain conclusions that are practically usable, a case study 

based on a concrete industrial microgrid was conducted. The results confirmed that 

the model’s robust performance and efficiency advantages are maintained in a 

non-idealized operational environment, underscoring its significant value for real-

world applications. The research was limited by the lack of a dynamic correlation 

model for equipment cascading failures under extreme weather conditions. Future 

research will introduce a fault propagation model based on spatiotemporal networks 

to quantify the probability of multiple equipment cascading failures. Combining 

Copula theory, a nonlinear correlation network will be constructed to enhance the 
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characterization ability of complex coupling risks, in order to support real-time risk 

management and resilience improvement of the new power system. 
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